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Operating Systems

An Operating System is a program (or group
of programs) running on a computer that
performs 2 basic tasks :

 Management of the computer’s
resources (memory, hard drive,
keyboard, mouse, cd-rom, etc.)

* Provide an interface for users to use the
computer.
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Common Computer Interfaces

There are two widely used interfaces for users
to interact with computers :

» Graphical User Interface (GUI)

This is a visual interface that uses a “point-and-
click” i.e. windows, icon, mouse pointer
environment.

 Command Line Interface (CLI)

This is an interface that uses a keyboard for
input and (typically) a 25x80 text display for
output.

Examples of GUIs and CLIs

* GUI Interface

Microsoft Windows, Mac OS/X, X-
Windows.

e CLI Interface

Windows DOS Box, MS-DOS, Cisco I0S
CLI, Unix Command Line Interface.
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Comparing the Unix and
DOS/Windows Command Line
Interfaces

* Windows CLI is very limited in scope. Users are
encouraged to use Windows GUI for all tasks.

* Unix CLI is very rich. There is a large number of
commands and an extensive built in help system (the
man pages). Most commands have a large number of
options adding to their versatility.

* Also, the Unix CLI allows users to chain together
commands allowing the creation of quite powerful mini-
programs on the command line.

The Unix CLI

In this workshop we are going to look at the
command line interface that unix operating
systems provide to users.
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Unix Users and Accounts

* People who use a unix system are known as
as “users”

» Users have usernames and passwords. The
combination of a username and a password is
an account. For example username:”fred” and
password “HIcrON!”

» Passwords should be cryptic but
memorable.One way to create a password is
to use the first letter of a phrase e.g. Here |
come, ready or not!

Unix users and accounts the root
user
* There is one special user “root” who can
do anything on a unix machine

* You will never be root on the university’s
machines

* You can be root on your own computer
running unix at home.
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Practical Exercise 1

* Log on to the machine in front of you using
the supplied user name and password.

Unix Directory Structure and Paths

» To specify the location of a file in windows we use
terminology like:
C:\Program Files\Office\word.exe

* In Unix we specify the location of a file in the following
manner /home/fred/documents/job_applications/cv.txt

* Note that windows uses a backslash while unix uses a
forward slash to separate directory and file names.

» The full specification of a file’s location in unix is known
as a pathname.




Unix Directory Structure (1)

A simplified picture of the unix directory structure

_— root directory

///\\\

home etc usr bin var dev  mnt

/ The unix file system forms o free structure. At
the top of the tree is the root directory which is

bob carol ted symbolised by the / symbol. All directories and

All normal users have files are placed below the root directory.

their own personal or

"home" directory. Usel

store their files in thdir User's home directories usually have the same

home directory or in sub name as their username.

directories of their

home directory,

\ These directories are used for administrative purposes

Unix Directory Structure (2)

home etc sr bin var dev

/TN

bob carol ted

I

docs scripts archives

The diagram above shows a small portion of the directory
structure for a unix computer. Directories are the unix equivalent
of windows folders. In the diagram above the home directories of
the three users bob, carel and ted are shown. Ted's home directory
has 3 subdirectories - docs, scripts and archives.
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Home Directories

» Every ordinary user (like you) has a home
directory.

» The home directory and its subdirectories of the
home directory is where users store their
personal files.

* The home directory has the same name as the
user. In most unix systems (including the ones at
UTS) the user’s home directory is a subdirectory
of the /home directory

Specifying your home directory

A user’s home directory can be specified in at
least two ways:

(1) By the absolute path to the directory
e.g. /homel/fred

(2) By the using the tilde ( ~) character
(pron. “tild-duh”

l.e. ~ symbolises a users home directory




Unix directories, subdirectories
and parent directories

f The diagram at the left shows the file and

directory structure for the user ted. The
diagram also illustrates the fact that every
home directory (except for the root directory) is a
subdirectory of another directory. Similarly,

all files are contained in directories.

ted
The term "parent" directory is used to

/ ‘ \ describe the directory immediately above a
doc scripts archives file or directory.
A directory may have zero, one or many subdirectories and files
below it. However, a directory or file can have only ONE directory
above it. The directory immediately above a file or directory is
known as the "parent directory" ond it uses the .. symbol.

Using Directories

e Unix Directories are like Windows folders

e Directories can contain files and/or other
directories.

* If you have an account on a computer
running unix, you will almost certainly
create subdirectories of your home
directory to keep your files organised.
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Interacting with Unix

Users can interact with unix either through a Graphical
User Interface (GUI) or through a CLI using a terminal
or terminal emulator.

Terminals interact with unix in text mode only. Input is
through the keyboard only, output is in text through a
25x80 character display. (Sometimes the 25x80 can be
increased).

Terminal emulators (such as putty, terminal, konsole
and xterm) run in a GUI but emulate a standard
terminal.

Almost everything we do in this practical will be through
a terminal emulator program

Unix Commands
options and arguments

Unix commands have a structure

command argumentl argument?2 argument3 ...

There are two types of arguments:
(1) Command line options

(2) Ordinary arguments
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Unix Commands
options and arguments

Options begin with a - sign
e.g. uname -a < Command line option

Ordinary arguments don't begin with a - sign

e.g. 1s *txt —— Ordinary command
line argument

Options and ordinary arguments can both be used with the one
command. Options always precede ordinary arguments.

eg. 1s -a #*pdf
Depending on the command, more than one option and argument
may be used. Options can sometimes be combined as well.

e.g. ls -a -1 *doc These two
1s -al *doc commands are the
same

habernardd® scratchy:~
File Edit View Teminal Go Help
[bernarddescratchy bernardd]$ 1s

* . \Desktop example.pl iniprocs.txt testsys.sh
This is a s men it o
[bernarddascrarchy bernardd]s ||
screenshot of a
Unix 6UI. The

terminal program
at the right can
be used to

interact with the
computer using
the unix CLI

Y T e
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Getting Oriented in Unix (1)

When we are logged onto a computer running unix we are always located
somewhere in the unix directory tree. Usually when we first log in, we are
located in our home directory. Our current location is our present working
directory

Five commands are useful for orienting ourselves in a

unix system. These are pwd, whoami, who, uname and date.

Action Unix Command

Where are we ? i.e. what's our present | pwd
working directory ?

Who are we ? whoami
Who else is logged on ? who
What variety of unix are we using? uname
What is the date and time ? date

Getting Oriented in Unix (2)
an example session
The picture below shows the effect of running the whoami,

pwd and date commands in a terminal session on a unix
computer.

& bernardd@scratchy: -

[bernarddiscratchy bernardd] § who am 1 -
bernardd pts/0 Jun 30 06:55 (Elanders.bidnet.com.su)

h dal tohy b qcl$ wh . .
Ipernarddfscratehy bernardd] 3 whosnl rpe ywho am j (note the arguments) and whoami

bernardd
[bernarddiscratchy hernardd)] § commands tell the user who they are.

[hernsrdd@scratchy bernardd] § The pwd command lets the user know where they are
[ernarddiseratchy bernardd] § pvd - |gcated on the LinuxiUnix directory hierarchy. In this

/ home/ hernardd . N . R
[bernarddiscratchy hernardd)] § case th_e user has just logged on and is located in their
[bernarddiscratchy bernardd] § home directory

[pernarddiseratchy bernardd] § date —~The date command lets the user know what the time
Thu Jun 30 06:56:46 E3T 2005 and date is

[bernarddiscratchy bernardd] §
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Practical Exercise 2

» Use the commands pwd, date, uname,
whoami, and who to orient yourself and
find out who else is on the computer you
are logged into.

Some more unix commands

Command |What it does

cd changes the working/current directory

mkdir creates a directory

Is lists the contents of a directory

cp copies a file.

rm removes a file (be careful using this)

mv renames a file (equivalent to copy a file and
delete the original)

rmdir removes an empty directory (be careful using

this)

26/02/2015
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Navigating Directories — Absolute
and Relative Paths

; root directory

home etc bin wvar usr

/M

bob carol ted

data docs misc

fl.txt @ hackup

In this diagram of part of the file

and directory structure of a computer
running unix, we see that the user ted
has 3 subdirectories. In the
subdirectory data, he has 2 files and
another subdirectory called backup.

The location of files and directories
can he specified using abhsolute
and relative pathnames. Absolute
pathnames specify the location of a
file relative to the root directory.

The absolute location of f2.txt is
‘home/ted/data/f2.txt

From the misc directory the relative
location of f2.txtis
./data/f2.txt

The .. notation means the parent
directory of the working directory.

/\ The Location of a file or directory can he specified

fl.hak f2.hak

using an absolute or relative path.

Relative and Absolute Paths

» An absolute path starts at the root directory and
navigates through the directory structure to a
particular file or directory. An absolute path
always leads to the same location.

» Arelative path starts from where the user is
currently located i.e. their present working
directory. A relative path can lead to different
locations depending on where the user is

located.

26/02/2015
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Creating directories and
navigating through them

pe@teaching:~fdemodir

[joeRteaching ~]1§ puwd

/howe/ joe
[joeRteaching ~1§ ls

[joelteaching ~] § wkdir dewodir ——

[joeRteaching ~1§ ls

The user “joe” is logged onto a unix machine. -
His current directory is /home/joe {from pwd)

There are no files in his current directory {from Is)

He creates a subdirectory called demodir from mkdin

demodir

[joefteaching ~]§ cd demodir
[joeRteaching demwodir] § wkdir data
[joeRteaching demwodir]§ cd data

[joeRteaching datal § pud
/howe/ joe/demodir/data
[joefteaching data] § cod
[joeRteaching ~]1§ puwd
/howe/ joe

[joefteaching ~]§ cd demodir
[joefteaching demodir] § cd’E§E;:E&
[joeRteaching datal § pud

/howe/ joe/demodir/data
[joeRteaching datal § od ..
[joefteaching dewodir] § pud
/howe/ joe/ demodir
[joefteaching demodir] §

—_—

The Is ¢ | proves that the directory was created
The user changes the current directory to demodir
using the cd command and then creates a subdirectory
of that called data.

The user makes the data subdirectory his current
directory.

The user makes their home directory the current
directory. nb. the cd | writh any arg
does this.

The user navigates back to the data directory

The user uses the cd command again, this time with
the argument .. “." means the parent directory.

Copying Files

Files are copied in unix using the cp command

example :

To make a copy of the file f1.txt called f1.bak the

command is :

cp f1.txt f1l.bak

The syntax of cp is

cp original _file_nanme destination_file_nanme

26/02/2015
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Getting Help
the man command

There is an online help facility in all unix installations. This is
accessed using the man command and the data the command
provides are known as the “man pages”

As an example, to access the man pages for the Is command
type in man Is

Other sources of help:

A brief summary of a command can often be obtained by typing
in the name of the command with the argument

--help

Some unix systems (such as linux) have an extra help system
known as “info”. This can be accessed by typing in info followed
by the name of the command.

Some Tips

» To clear the screen, press the control and L
keys simultaneously.

* Previously executed commands can be
accessed by pressing the up arrow key on the
keyboard.

» Tab completion enables users to key in long
and confusing filenames with a minimum of
keystrokes.

26/02/2015
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Editors

Editors are an important tool that enable users to create and
alter text files. Unix systems often have a number of editors:

* nano (sometimes called pico) — easy to use editor.
(The same editor with 2 different names).

 vi — powerful and installed on most unix systems, but
it has a steep learning curve. Learning vi is
compulsory in some UTS courses.

« emacs — powerful and usually installed on most unix
systems, reasonably steep learning curve.

Each of these editors can be started by typing in the
name of the editor followed by the name of the file to be
edited.

The nano/pico interface

& bernardd@scratchy:~
Ui PICO(tm) 4.2

This is some text
T cursor

Text typed in by user

List of pico commands (note that the * means "press
the control key”

N

@ Read File Prev Pg @i Cut Text Cur Pos
Bl There is Next Pg B Uncut Text To Spell “
—

Writelut

Get Help g
Exit e
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Practical Exercise 3

(1) Create a subdirectory called "demo”

in your home directory. Make demo your

current directory (i.e. your working

directory) and create subdirectories of
demo called backup and extras.

home etc hin
(2) Using pico, create a a file called f1.txt
in the demo directory.
(3) Copy f1.txt to the subdirectory backup
mick under the same name. Then copy f1.txt to
the subdirectory backup but this time
name the copy fla.txt Copy f1.txt again
to backup this time naming the copy in
backup fl.asc
demo #) While demo is still your current
directory, copy fla.txt from backup to
/ your home directory.
5) Make backup your current directory
hackup extras and copy f1.txt from backup to extras,
renaming the copy in extras f1_extras.txt
Directory 65) Make demo your current directory.
structure for user Delete all files in backup that end in "txt™
"mick"

er to Practical Exerci

[mickBulysses ~]§ pwd
/howe/mick

ickBul ~ kdir d
[eiCklalysoes ol mbdle oo, e Subdirectory demo is created and user makes demo his

[mickBulysses ~]§ cd demo "
[mickBulysses demo] §puwd / current directory

Jhome/mick/ demo

[micklulysses demo]$ ls User creates subdirectories backup and
[mickfulysses demo] § wkdir backup 7 extras

[mickfulysses demo] § mkdir extras

[mickfulysses demo] § ls

Lbackup extras

[mickiulysses demo]$ pico £1.txt &——— User creates a textfile called f1.txt using

&———  User "mick” logs in and is located in his home directory

[mickfulysses demo] § ls pico

fl.txt hackup extras

[mickfulyszses demo] fcp £1.txt backup «—— User copies f1.txt to backup under the
[mick@ulysses demo] §op £1.txt backup/fla. txt? same name, also copies it and renames
[mickBulysses demo] fop fl.txt backup/fl.asc it fla.txt and f1.asc

[mick@ulysses dema] jop backup/fla.txt ../ User copies fla.txt from backup to home directory
[mickfulysses dewo] fod backup goim g0 St ¥ :
e RB R I vab e BatkirT s poa User makes backup h!s current directory
SRR R A e bt User copies f1.txt to extras
[mickfulysses backupl § cp fl.txt ../extras/fl extras.txt directory and renames it

[mickBulysses backup]§ cd demo f1_extras.txt

[mickBulysses demol$ ls backup User makes demo the current directory and gets a

£1.a=sc f1.txt fla.txt listing of the files in the hackup directory

[mickfulysses demol$ rm backup/*txt

[mickBulysses demol$ ls backup User removes all files in the backup directory

£1.asc ending in "txt"

[micklulysses dema] § User checks that all files ending in “tzt" have heen
removed. )

26/02/2015
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Unix File Detalls

Unix Files have the following attributes.

» Filename — This can be any string of characters you
like, but must be unique in the directory it is in.

» Filetype — this usually an ordinary file or a directory but
other types are possible.

» Creation and last access dates
« Size — the size of the file in bytes
* Owner — a user who owns the file
* Group —what group is associated with this file
* Permissions — we will explain this further on.

Unix is a multiuser operating system

A Multiuser System
[ ] [ ]
PC1 E pC3
6 i
[ ] —
L
PC2 e
Umer Local Monitor

In a multiuser environment more than one user is connected to a
computer, or one user is connected several times to a computer system. In
the diagram above, PCs 1, 2 and 3 are all conected to a Unix server

remotely through a network.

The local monitor is connected through a port at the back of the server

Because unix is
a multiuser
system more
than one person
can have access
to the system
this means that
the security and
privacy of files
and directories
becomes an
issue that must
be addressed.

26/02/2015
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Unix File Ownership Concepts

Because unix is a multiuser operating system
security issues are relevant. As part of its inbuilt
security with respect to files, unix divides users
into three groups. These are:

* File’s owner
» File’s group
e The rest of the world

Unix File Permission Concepts

Another aspect of unix’s inbuilt security is the
concept of file permissions. There are three
types of file permissions:

* Read permission
« Write permission
* Execute permission

26/02/2015
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File Permission Concepts (2)

Permission |Description

Read If granted, allows a file or
directory to be read

Write If granted, allows a file to be
altered i.e. written to

Execute If granted, allows a file to be
run as a program i.e.
executed

Ownership and Permissions

We have seen that there are three classes of user
with respect to files and three types of permissions.

Each one of the 3 classes of user has a setting for
the three types of permissions.

3 classes x 3types = 9 permissions
of user of permission

26/02/2015
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Finding out more about files

[joelscratehy joeld 1z -1 A
total 12

—-LY-ruW-r-- 1 joe Jjoe 22 Jul 1 06:29 demo.txt

dEWRrwxr-x 2 Jjoe Joe 4096 Jul 1 06:35 doc

—EW-FW-r—— 1 joe Joe 22 Jul 1 06:29 example.txt.bak

[joelscratchy j07]$ :

size in filename
file's bytes
file type and owner (files)
ermissions
P file's date and time
group of creation

This screenshot shows the result of running the ls command
with an arqument of -1. This displays a lot of information
about the files in the directory.

file permis=ions

1 2 3 4 5 6 7 8 9 10 — cCharacter

]‘_‘W Position
el AN
hmer's Rest of the world
Permissions Permissions
Group
Permissions

Unix file permissions as displayed by the 15 -1 command occupy the leftmost column
of the output of the command. The character at position 1 is the file type ( - for a normal
file, d for a directory).

The remaining 9 characters show the permissions of the 3 sets of users. A - means the
permission is not granted, an r means read permission is granted, a w means write

permission is granted, an = permission is granted.
In the example above, -rw-----—— means that we are looking at a file where the
owner has read and write permissi but not te permissi Neither the owner's

group nor the rest of the world has any per
respective positions)

at all (as st by the — in their

drwxr-xr-x

The example permission seti liately above that the owner has read, write
and execute permission. The group has read and execute permission and the rest of
the world has read and execute permission. The fact that the leftmost letteris a d

shows that we are dealing with a directory rather than a normal file.

26/02/2015
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Changing File Permissions using
the chmod command

Permission Score
Read 4
Write 2
Execute 1

chmod nnn file_or_directory_name

/

command

3 digit number setting permissions

Each of the digits of the three digit number setting
permissions has a value hetween 0 and 7. The first
digit sets the owner's permissions, the =econd the
group permission and the third sets the rest of the
world permis=sion.

Each digit is derived by starting with zero and adding
in the =core for each permission as set out in the
table above. So, to set read and execute permission
the digit will bhe 4+1 = 5. To set read and write
permission, the digit will be 442 = 6. Each number
between 0 and 7 specifiex a unigue combination of
permissions. 0 means no permi=sion=s, 7 means all.

Numbers and permissions

Value |Permission Explanation

0 No Permissions no numbers, no permission

1 Execute Permission 1 = execute permission

2 Write Permission 2 = write permission

3 Write+Execute Permission 3 = 2+1 = writet+execute

4 Read Permission 4 = read permission

5 Read and Execute Permission |5 =4+1 =read + execute
permission

6 Read and Write Permission 6 = 4+2 =read + write
permission

7 Read, Write and Execute 7=4+2+1=read+ write +

Permission execute permission

26/02/2015
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An alternative way to use chmod

The previous slides outlined the use of numbers
as arguments to the chmod command to change file
and directory permissions.

The chmod command also has an alternative mode
where it uses letters and the + and — symbols to
change permissions. If you are more

comfortable using that mode, by all means do so.

Practical Exercise 4

* Create a directory called permissions_demo

e Make permissions_ demo your present working directory.

« Use nano or pico to create a file called p.txt

« Make 4 copies of p.txt called pl.txt, p2.txt, p3.txt and p4.txt.

* Set the permissions of the files as set out below

e Check the permissions using the appropriate command ie. Is -I

I WX r--

p.txt

pl.txt - W r-- r WX
p2.txt r-x rw - WX
p3.txt --X --X r' W
p4.txt - WX I WX oo

26/02/2015
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(1) Create a subdirectory in your home directory called public_html
(2) Make public_html your present working directory

(3) In public_html create a file called index.html

<html -

<head>

<title>My first web page<ftitle>
<fhead>

=<hody-

Hello World!<hr

This is my first web page<br:
<fhody>

< fhtml >

(4) Set the permissions on public_html and on your home directory to owner
can read write and execute, group can read and execute and rest of world
can read and execute.

(5) Set the permissions of index.html to owner can read and write, group can
read, rest of world can read. Also chmod 755 ~

(6) Start up a browser and point it at

http://rerun.it.uts.edu.au/~myusername/index.html

Summary of Unix Commands
Learnt

whoami rmdir
uname cp
date mv

pwd chmod
Is nano
cd vi/vim
mkdir m

26/02/2015
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Summary of Concepts

Command Line interface  Graphical user
interface
file directory

Unix file system
hierarchy

Present working
directory

Home directory

Co

mmand options

Command arguments and
options

Owner, group, rest
of world

Pathnames

A

\bsolute path

Relative path

Per

missions — read,

write and execute

Useful practical tips

Command Line tab
completion

Command line history

command --help

gives a quick and dirty
summary of command
options (usually)

Cntrl-l to clear a
terminal screen

Cntrl-c to kill a
command that has taken
over the screen

Cntrl-d to log off

26/02/2015
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Where to from here ?

There are a number of things you can do:

» Get your own unix system (Linux, FreeBSD, NetBSD,
OpenBSD, Solaris, minix) *
* Buy a Macintosh — the operating system is a variety of Unix

» To get your own version of unix, download linux/freebsd iso files
from the internet. A good place to start is http://distrowatch.com

* The easiest option is to use virtualbox or VMWare. These can
also be downloaded from the net. A more difficult approach is to
burn the iso files to a DVD and then installing onto a physical
computer (partitioning may be necessary).

» Use the computers at UTS running unix systems (Solaris and
Linux)

*You can run linux or freebsd on a windows system by using virtualization
software like VirtualBox or VMWare
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