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Abstract: Cybersecurity is essential for all organizations, especially during this menacing Covid-19 global pandemic. The
sudden transition of leaving the offices to work from home — the 'new normal' — has introduced information security-related
risks associated with human factors. For example, both criminals and employees use the same platform for information
exchange but with starkly different intentions. But both their actions compromise information and computer security.
Criminals intentionally exploit systems to gain unauthorized access for their benefit, while employees make careless
mistakes, leaving systems exposed and vulnerable. The present study examines human errors influenced by actions,
attitudes, and behaviors that affect overall information security. Purposive sampling within the qualitative approach was
used to select thirty (30) small business managers. Data was collected using a qualitative online survey as a Google Form.
The study used thematic analysis. The results revealed that repeated human mistakes compromise information security
principles and render employees the weakest link. The study explained the risks caused by employees due to ignorance or
poor decision making, technical-related errors, and skills- and policy-based errors. Even though small businesses do not
require a 'one-size-fits-all' security approach, recommendations to reduce human mistakes were made.

Keywords: Computer security, cybersecurity, cyber threats, data breaches, human errors, information security, skills-based
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1. Background of the study

The state of cybersecurity as an ongoing topic has gained popularity in academia. The literature presented the
state of cybersecurity, common cyber threats, their impact on businesses, and technology-related issues
(Akhtar, Sheorey & Bhattacharya, 2021). Studies expose increased cybercrimes that affect information security,
economic and business growth (Tam, Rao & Hall, 2021). For example, during the IMB security week in 2020,
Sizwe Dlamini stressed the financial impact caused by cyber incidents, estimated to be R40.2 million per breach.
And the estimation of the study fell short of including all organizations in South Africa (SA). Many studies have
explored security threats and attacks initiated by cybercriminals. As a result, most studies report that increased
data breaches and loss of information among businesses are associated with cybercriminals. This present study's
interest is on internal users rather than criminals. Schneier (2000) highlights that people have become the
weakest link in the chain of handling information, despite that employees tend to believe that their actions on
a system cannot yield to security breaches (Hadlington, 2017; Herath & Rao, 2009).

On the contrary, several studies reveal the ignorance of business employees who often become an entry for
cybercrimes (Sasse, Brostoff & Weirich, 2001). Solvere (2021) believes that cyber-attacks can be generated
inside or outside an organization, rendering employees the most significant threat. The main cyber-attacks are,
in fact, from human actions (Annarelli, Nonino & Palombi, 2020). Despite numerous studies on the impact of
human factors on cybersecurity, human factors remain at the core of many cybersecurity breaches. As in this
study, humans are business employees who carry out business processes to achieve business goals. Some studies
refer to employees as the weakest link because of their power in exposing organizations (Annarelli, Nonino &
Palombi, 2020). The term links employee negligence in making decisions that weaken an organization's
information security (Teufel et al., 2020).

Human mistakes can frequently result from a convenient use of shortcuts to make employees' lives easier while
exposing businesses to threats. Such incidents qualify the human element as a channel for attacks and a
significant source of data breaches (Kobis, 2021). This research is presented alongside the alarming increase in
cyber incidents caused by human behaviors within the small business space. This paper responds to the study
of Ncubukezi, Mwansa, and Rocaries (2021), explaining that human-generated mistakes should be
acknowledged when planning and implementing best practices to promote good cyber hygiene. The current
work examines human errors fuelled by attitudes, actions, and behaviors that have emerged recently as a serious
concern and a door to increased data breaches. This paper further presents the common types of human errors,
their impact, and vulnerability mitigation strategies to improve the overall security of information processing.
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The rest of the paper is structured as follows: cybersecurity relating to human factors, followed by the method
of inquiry, results, and discussions. The final section presents the recommendations, contributions, future study
suggestions, and concluding remarks.

2. Cybersecurity

Cybersecurity has many dimensions — cyberspace, information security, human factors, and computer security
—necessitates that organizations identify loopholes and protect themselves from various cybercriminals
(Ncubukezi & Mwansa, 2021). This study focuses on human factors, which presently receive less attention than
technological or policy aspects related to security (Ergen, Unal & Saygili, 2021). During the process of information
flow, the human element is the key role player. Human errors are accidental actions influenced by attitudes,
knowledge, and behaviors that expose businesses to quantified cyber threats and attacks. Figure 1 illustrates
how employees work within the information flow to carry out their duties. The figure shows employees, services,
a firewall to filter incoming and outgoing traffic, Internet connection, and the perpetrator. When proper security
measures and firewalls exist with appropriate applications, employees receive error-free services. Perpetrators
are unable to find a way to penetrate a system.

However, criminals use any opportunity to gain unauthorized access when security measures are absent,
resulting in significant damage. This loophole is due to cyberspace and its nature, which is convenient, open, and
grants equal access to all users (Ncubukezi, Mwansa & Rocaries, 2020). So access to timely and open cyberspace
allows for cyber-attacks through user actions depending on safety measures applied.
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Figure 1: User processes during the information processing (Source: Own work, 2021)

2.1 Security risks posed by human errors

Human factors are regularly underestimated and overlooked (Hadlington, 2017) and are vital factors that affect
a business's information security hygiene (Anwar et al., 2016). The challenge stems from the diverse range of
human errors which ultimately grant unauthorized access to sensitive information and other business assets,
resulting in significant data and security breaches. Employee mistakes pose a risk in companies. In fact, the rise
and severity of security problems reported in recent years suggest that organizations are more vulnerable than
ever (Sasse, Brostoff & Weirich, 2001). As illustrated in Figure 2, human errors are influenced by certain
attitudes, behaviors, and actions that promote unsecured connections. These ignorant actions expose valuable,
sensitive business information and resources to opportunistic criminals. Criminals then highjack secure sessions
to violate privacy (Wallace et al., 2021). When cybercriminals take over, they compromise information security
principles like data confidentiality, availability, and integrity. Confidentiality, a fundamental principle to promote
protection against unauthorized disclosure of data or information, focuses on keeping information private. Data
is only available to or can only be accessed by the correct recipient to carry out expected duties (Njoroge, 2020).
The confidentiality principle includes people protecting others by restricting personal or sensitive information
sharing unless explicit permission is granted (Alexei & Alexei, 2021).

The second principle focuses on the protection of data or information to promote its integrity. Business data
should not be accessed for unauthorized modification, additions, or deletions. The integrity principle promotes
trust and accuracy so that data remains the same (Angafor, Yevseyeva & He, 2020). Consequently, integrity
encourages adherence to ethical tenets and fairness (Alexei & Alexei, 2021). Criminals typically take chances
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when an employee acts negligently on a system, thereby opening a door for data leakage (Ergen, Unal & Sayagili,
2021).

The third and final principle protects and promotes system functionality by ensuring that data is always available
for authorized users (Zimmermann & Renaud, 2019). Any ignorant action of the user could expose the system
and information to attackers who compromise the principle, resulting in poor service and delayed decision
making.

Ignorant user
Poor decision making
Lack of skills
Minimal knowledge about
Information security
Poor implementation
Of security guidelines

Webpage

Yy (@)
Promoters of unsecure connections & XX
S

Man in the middle compromises confidentiality,
integrity and availability of information

Figure 2: lllustration of the man in the middle attack (Source: Own work, 2021)

Given the above, human actions can undoubtedly affect the primary principles of information security,
compromising business information and computer security. Information security principles are affected by
threats associated with human factors such as social engineering, malware, phishing, worm, and spyware
(Karaci, Akylz & Bilgici, 2017). Alexei and Alexei (2021) insist that threats related to spoofing, access to
unauthorized data lead to data theft and malicious programs. The implications of compromised information
security as the result of human factors are presented below.

2.2 Common human mistakes

Cybersecurity risks relating to human mistakes affect various businesses because of the connection to
standalone or networked computers. Moreover, Kobis (2021) believes that the human factor is the leading factor
in infiltrating sensitive information. For standalone computers, employees may use memory sticks which a virus
may infect. Or, for example, employees may follow a website's links or accidentally respond to unknown links
that gather sensitive information. Increasingly, data breaches occur through the unauthorized disclosure of
personal information (Richardson et al., 2020). Another example is when users curiously, recklessly, and
ignorantly open fake emails containing malware attachments which automatically installs when opened.

Moreover, a user could install malware attached to standard applications. Often the infected installation
package is available on a website to trap unknowledgeable users. In this case, the unaware user downloads and
installs software from unverified sources (Kobis, 2021). Other users serve as a channel for criminals by the way
they handle their passwords. Such behavior may result from a poor ability to remember accepted characters for
password criteria, understaffing, and employee overload with work demands. At times, unacceptable user
behavior is exacerbated by a lack of support or the absence of relevant training. This mistake is a gap that
influences poor decision-making (Sasse, Brostoff & Weirich, 2001). Some user attitudes affect common mistakes;
for example, when a user insists, "It won't happen to me" (Richardson et al., 2020).

3. Research method

This qualitative interpretive study used purposive sampling to select the research participants most likely to
share valuable and appropriate information about the study. The sample comprises business managers
representing the population of the study. The chosen sampling method aids the researcher in gaining insightful
information based on participant knowledge and experience regarding human errors in small businesses.
Furthermore, the process allows the researcher to detail the significant impact of the research findings.

Participants: The research participants had more than two years of experience and provided insight into the
current study. A total of thirty (30) respondents were selected from the supply chain business sector, and each
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participating business had a range of twenty (20) to eighty (80) employees. The research participants comprised
a combination of males and females between 38 and 50 years of age.

Selection criteria: This study focused on small information and communication technology (ICT) businesses. The
ICT business sector has been chosen based on its dependency on ICT resource usage, especially during the global
Covid-19 pandemic. The criteria for selecting these businesses are twofold: 1) that companies have a range of 1
to 50 employees, and 2) that companies have a turnover of less than or equal to R10 000 000 a year.

Recruitment of participants: Research participants were invited to a virtual Zoom workshop for small
businesses. The researcher followed up with an email, a consent form, and a link to the online survey. All
participants receiving the email took part in the study and completed the questionnaire, giving a 100% response
rate. All respondents assured their details and the data collected would remain private, confidential, and
anonymous.

Data collection method: The study used an online qualitative questionnaire to gather data from knowledgeable
and experienced participants. The current Covid-19 pandemic has escalated the use of online surveys on Google
Forms. The questionnaire contained closed-ended questions (such as participant position, number of years in
the company, number of employees in the business). In addition, open-ended questions were asked to ascertain
the participants' awareness and their businesses about various types of human errors, the impact of the errors,
and their businesses' current vulnerability mitigation strategies.

Analysis of data: This research used thematic analysis to uncover relevant themes by analyzing patterns,
differences, and similarities in the collected data. This flexible, interpretive data analysis method assists a
researcher in investigating participants' points of view, searching for differences and similarities (Braun & Clarke,
2006). The analysis method involved data preparation by searching across data sets to identify data, analyze
pieces of data, and interpret data in a meaningful manner for the presentation of data. The process allowed the
researcher to categorize data using the visual color-coding method for the initial codes generation. The
researcher then prepared and organized the collected data using the visual method to search for themes. Data
was then reviewed and explored to validate the themes using a thematic map. The data were categorized and
interpreted on a board to search for patterns and similarities to define the themes. A final report of the findings
was generated based on the interpretation of the collected data. The following themes emerged and were
cohesively presented:

e factors influencing human errors;

e impact of the human errors; and

e vulnerability mitigation strategies.

4. Results and discussions

The current study examined human errors influenced by employee actions, behaviors, and attitudes that
negatively influence the state of information and computer security. Every effort performed by employees on a
system results in either a positive or a negative impact. This study demonstrated the different experiences
relating to human factors that threaten information resources in information management. This research
pertains to small businesses in the supply chain industry.

Table 1 shows several questions asked to gather data relating to types of human behaviors in information
security and their root causes. These questions are based on employee experiences that influence unauthorized
access to a business system. Human actions on business systems are generally shaped and influenced by the
nature of the business environment, the level of awareness, and the enforcement of existing policies. Employee
ignorance and decision-making typically cause these actions: inadequate skills for interacting with the system,
related technical errors, and policy-based errors. The table's four columns present questions based on types of
human error, followed by employee actions related to human errors. The table also has 'yes' and 'no' columns.
Those businesses that experienced employee activities that negatively impacted the system are presented on
the 'yes' column, while those which have not experienced employee mistakes are in the "no" column. Both the
'ves' and 'no' columns show the percentage of participant responses.
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Table 1: Questions asked that relate to the employee errors

Questions based on the human error type Employee actions relating to the error type Yes No
1. Do you experience human errors relating to 81% 19%
employee ignorance and poor decision-
making?
2. What are the employee actions relating to o Deleting important files without a clear 58% 42%
employee ignorance and poor decision- understanding of their value
making?
e Sending emails or documents with sensitive 39% 61%
data to incorrect recipients or public platforms
e Making unnecessary changes in documents 23% 77%
e Sending sensitive business data via unsecured 19% 81%
platforms
3. Do you experience skill-related to human 36% 64%
errors?
4. What are the employee actions relating to the e Lack of awareness due to employee age 46% 54%
application of skills?
e Following and opening email links and 69% 31%
attachments from unknown recipients
o Lack of proper understanding about 82% 18%
cybersecurity
e Using unsecured connections when sending 12% 88%
sensitive data
5. Do you experience technical-related errors? 51% 49%
6. What technical errors have you experienced? e Misconfigured business assets to permit 28% 72%
unauthorized access
o Lack of backup systems for critical data 78% 22%
e Ignoring software updates 64% 36%
e Downloading unauthorized software 47% 53%
applications
e Performing unauthorized system changes 38% 62%
7. Do you experience policy-based human errors? 80% 20%

8. What are the causes of those policy-based e Poor handling of passwords and sensitive data ~ 73% 27%
human errors?
e Misuse of access of rights and privileges 40% 60%

4.1 Factors influencing human errors

As illustrated in Table 1, participants shared their different experiences, including their take on human errors
and how employees make those errors. Businesses have become victims of human error, and human mistakes
are one of the biggest challenges for small businesses (Kobis, 2021). Several respondents confirmed the notion
of the "human as the weakest link." With the growing rate of common mistakes by the employees within the
business space, Kobis (2021) suggests that the cybersecurity behaviors of employees should be scrutinized as
they form a significant part of the business. Various negative actions and employee behaviors are detrimental
to the business sector, especially in organizations' private information and financial aspects (Ergen, Unal &
Saygili, 2021).

The results revealed that some human mistakes are caused by employee ignorance and poor decision-making,
which Turk (2013) associates with staff shortage, fatigue, or working speed. Every business has a technical side
that should not be ignored, and employees need to be equipped to understand technical terms (Campean,
2019). The business sector should engage a vigilant management team to enforce policies and security measures
for information processing, people, hardware, and software (Greavu-Serban & Serban, 2014). The absence of a
dedicated cybersecurity team and management involvement poses a risk, increasing poor adherence to and
enforcement of policies and guidelines.

4.2 Impact of the human errors

Table 2 presents the questions regarding the impact of human errors within the small business sector. The effect
of human errors has increased significantly during Covid-19. The study posed the following questions to gain an
understanding of the effect of human behaviors.
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Table 2: Impact of the human errors

Questions based on the impact of human errors

1. How have human errors during the global Covid-19 pandemic affected your business?
What is the primary area of the business negatively impacted as a result of human errors?
What are the main influencers of and contributors to human errors?

el 0

What employee actions relate to the application of skills?

The sudden Covid-19 global pandemic introduced changes in all institutions and persons. Everyone relies on the
Internet as the backbone for communications and other daily operations during this present season. With
increasingly convenient use and dependency on the Internet, criminal innovation has spiked and attempted new
strategies. Sometimes, human mistakes serve as a channel for attracting a diverse range of attacks and threats
that negatively affect the system. When asked about the impact of human errors within the business during the
pandemic, the results revealed various experiences. Fifty-two percent of the respondents indicated a loss of
data; 49% admitted to a loss of client trust; 28% were affected by psychological risks of managers; and 46%
indicated societal implications, which eventually marred the business reputation. Sixty-eight percent of the
respondents further indicated that the consequences of human errors resulted in the loss of money and
investors; 68% experienced business disruption, and 60% indicated that their business eventually verged on
discontinuing. Participants believe that human errors pose a significant threat to businesses. The primary
sources of human errors are employees' diverse attitudes, behaviors, and actions influenced by employee
moods and feelings.

According to participants, various reasons influence employee actions, attitudes, and behaviors. For example,
participants mentioned that human errors are caused by the following: downloading suspicious attachments;
following unknown links; minimal data backup systems; employee ignorance; employee attitudes; poor decision
making; lack of cybersecurity skills and awareness; failure to use strong passwords; unlimited user access
privileges; and other technical-related errors. Ignorance and poor adherence to mitigation measures cost
businesses money, investors, growth, and societal impact resulting in a poor reputation, business disruption,
data loss, client loss, and eventually business discontinuity (Ncubukezi, Mwansa & Rocaries, 2020). Human errors
cause significant damage to businesses and remain a primary security concern. Cyber-attacks result in
substantial economic harm that ruins businesses (Teufel et al., 2020). One participant believes that "risks are
not for small businesses." Another respondent suggests that "taking security measures should not be the
employee responsibility; instead, it should be the company's responsibility." Results indicate that human attitude
contributes to the actions of the system. Unsurprisingly, 50% of the respondents confirmed that "applying safety
measures is time-consuming." In contrast, 37% of the participants did not regard human errors as contributing
to business risks. Some participants admitted that they are a human "who is bound to make mistakes."

4.3 Vulnerability mitigation strategies
Table 3 lists the questions about mitigation strategies that small businesses are adopting to protect their assets.
Various participants shared their security measures to guard against unauthorized access.

Table 3: Security measures used

Questions based on the security measures used

1. How is the state of your current mitigation strategies?

2. How are the systems continuously updated?

3. What are the current protection measures used?

4. What are the employee actions relating to the application of skills?

With all the apparent human-related challenges, participants were queried about the state of the current
mitigation strategies. Most participants indicated that their businesses currently have mitigation strategies even
though proper implementation is not guaranteed. As one participant explained, "We currently do not have a
dedicated person to enforce the creation of strong passwords." When asked about the continuous updates of
the system and software, 62% of the respondents admitted to not running automatic updates because they feel
the process consumes time. One respondent explained that "sometimes we do not run the system updates as
they delay us on our activities." When asked about current protection measures, the respondents identified
measures such as antivirus software and passwords. Only 78% of the respondents claimed to back up their
information, while 22% believed their data was "protected and out of reach." All participants agreed that their
primary security measure is based on the use of username and password. The nature of cybersecurity involves
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humans — both legitimate (users) and illegitimate (criminals) — fighting for access to information and other
resources (Assante & Tobey, 2011). Torten, Reaiche, and Boyle (2018) assert that as it is challenging to manage
and guard human behavior, mitigation strategies are essential for every business. They further suggest that users
should consistently practice safe and secure behaviors on the system.

Ncubukezi, Mwansa, and Rocaries (2021) explain that good security hygiene results from consistent, effective
mitigation strategies. The continuous protection of business assets reduces human mistakes which threaten a
business (Kobis, 2021). Many business systems are vulnerable to a diverse range of attacks and require proactive
security measures that guard against every form of threat. Then, it is essential to continuously improve
information security awareness (Aldawood & Skinner, 2018) by introducing programs that address strategies to
protect against data breaches and reduce the likelihood of human-related risk (Alshaikh & Adamson, 2021).
Unskilled users are most likely to make skills-related and technological errors from their lack of awareness and
use of jargon. The absence of centralized account management is a significant challenge requiring an immediate
solution. This risk is associated with policy-based errors, which arise when no detailed guidelines steer the use
of a management database. As a result, poor management of user accounts and passwords opens a door for
attackers (Greavu-Serban & Serban, 2014). Highly skilled employees promote good cyber hygiene for business
systems (Lee & Rid, 2014).

The diverse business experiences reveal minimal practices of strategies that promote effective cybersecurity. As
deliberated in section 2 of the paper, cybersecurity should be implemented on all levels. It becomes essential
for every business to implement effective protection measures to decrease exposure to threats. Cybersecurity
should be enforced and regularly reviewed for its effectiveness on all levels.

4.4 Recommendations

This paper forms part of ongoing Ph.D. work. With previous papers also linking to the main research, this study
explores the business sector's human aspect. This study adopted best practices that should be taken into
account (see Kayumbe & Michael, 2021; Coventry et al., 2014): use and management of passwords; use of
updated antivirus and firewalls; use of updated software; shutting down of a computer; use of secure
connections and websites; avoidance of phishing scams; limiting personal information; continuously checking
physical surroundings when online, and reporting cybercrimes. Even though the 'blanket approach'is not overtly
practical or serves all businesses, this study suggests general measures promote healthy systems.

Employees: It is necessary to understand the importance of cybersecurity. There should be regular training and
awareness programs about essential security topics (including real-world scenarios), encouraging regular
discussions, creating open platforms for questions, using daily security reminders, and monitoring employee
activities. These security practices will keep users updated and abreast of the latest trends of attacks, thereby
diminishing the chances of privacy violations.

Management: Business leaders should make informed decisions to set clear policies, rules, guidelines, and
procedures for enforcing cybersecurity compliance; for example, enforcing the generation of passwords with
adequate characters or enforcing two-factor authentication to reduce the chances of unauthorized access on a
business network. Two-factor authentication is an electronic technique that increases security on applications
or websites by enabling multiple authentications per session. It is one of the authentication mechanisms which
grants access only after multiple verifications.

Information: Businesses must back up their systems daily to recover business data if a system is compromised,
control physical access, and improve the security of payment processing.

System and technical: Businesses must limit access rights and privileges, install and update methods to protect
against network attacks, including firewalls and encryption methods, conduct ongoing vulnerability testing on
networks, and implement tools to scan networks and applications to detect a breach automatically.

5. Concluding remarks

Security of information and computers is a challenging task for any organization. While most research focuses
on cybersecurity's technological and policy aspects, fewer studies have investigated human factors. This study
reveals the impact of human error influenced by employee behaviors, attitudes, and uncontrolled actions in
cyberspace. These activities have the potential to weaken business systems. It cannot be denied that human
error is the primary contributing factor of cyber risk in the small business sector. In these uncertain times,
cybercriminals use every opportunity to gain access to business systems.
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Consequently, all businesses must resort to solutions that promote the longevity of the company. This work
reports the causes and types of human errors and small business employee human error impact. This work also
presents the recommended strategies for reducing cyber risks relating to human errors. The outcome discovered
a range of factors relating to human error that compromise the privacy and security of business systems.

As a contribution: This work shares insights and escalates awareness of unintentional actions of small business
employees. The study further shares insights about employee ignorance, which leads to poor decision-making,
deficiency of awareness, understanding, and skills, and the necessary implementation of information procedures
and computer security guidelines.

In the future: The researcher should explore employees' intentional actions (inside attempts) that result in
successful data breaches within the small business sector. Furthermore, a study should include other business
sectors. It would be of good value for the researcher to embed artificial intelligence to reduce risks.
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